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Problem Definition: In modern cryptographic systems including that of the popular RSA encryption 
system, the secure transmission of data relies heavily on cryptographic keys and seeds. In order to ensure 
the security of the encrypted data or information passing through the system these keys and numbers must 
be unpredictable and randomly generated. The reason for this is because the process of encrypting and 
storing passwords requires what is called a salt. A salt is not the same thing as a key but instead an added 
layer of security that randomizes each password as it is stored in a database. If no salt existed there would 
be no variability among similar passwords and it would be easy to work out the hash value of multiple 
passwords at once with precomputed tables. Random number generators are however never truly random. 
This is because a random number generator cannot be both unpredictable as well as random in its outputs 
because for a set of numbers to have an equal distribution among all numbers there must be a certain 
amount of predictability.  

Problem Solution: We’re going to code, in Java, a variety of permuted congruential generators into Java 
and then have them undergo a series of tests and trials. Permuted congruential generators are random 
number generators that “use linear congruential generators as the state-transition function”. It also uses a 
“technique called permutation functions on tuples to produce output that is more random than the random 
number generator’s internal state”. We plan to run each random number generator through Java in order 
to measure speed as well as overall randomness of the numbers. The randomness can be seen by how 
often like numbers are seen in similar places during the generating of numbers. Randomness can also be 
seen by patterns seen in the numbers such as seeing higher value numbers generated more often near the 
end of the generation of numbers rather than spread evenly throughout the generation process. After 
getting results for each generator and each test we will then compare the performance and simplicity of 
each number generator to determine how each performs contextually and which ones are ideal for 
business or security applications.  

Progress to Date: So far we have decided to use a total of four codes for the random number generators 
we plan to use in our analysis. We have decided to use the PCG Family, XorShift, Mersenne Twister, and 
RanQ. We have decided to code each generator in separate codes and run the codes through Java 
individually. This was decided in order to lessen complications on the coding aspect and lessen the 
computer workload with the computer only having to run one code at a time rather than four. After the 
codes have been run and the computer has measured the data we are going to compare the results from 
each generator.  



Expected Results: We expect to determine the security, difficulty, time performance, and space usage for 
each of the different number generators we test. We will also look at code size and complexity in order to 
further analyze the algorithms. We expect to find that the random number generators will be able to 
generate good random numbers over a set period of time. Likely one number generator will be able to 
produce more random numbers than the others and thus be more efficient in the time performance section 
of the analysis. We hope to find a number generator that works well in producing random numbers as 
well as being unpredictable and thus more secure in using for hashing passwords for companies. Security 
is an important aspect to the analysis because a random number generator is not well made if the security 
is lacking.  
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